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Legislation and guidance
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Physical, mental and digital risks
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KCSIE 2023 Updates
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What are they and how do they affect you?

14 - New text added to raise awareness of the existing 
expectation for relevant staff to understand filtering and 
monitoring. 

103 - Added reference to filtering and monitoring. 

124 - New text added to make clear staff training should 
include understanding roles and responsibilities in 
relation to filtering and monitoring.  

138 - Reference to child protection policies and 
appropriate filtering and monitoring on school devices 
and school networks.
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KCSIE 2023 Updates
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What are they and how do they affect you?

142 - Added new section referencing the new published 
filtering and monitoring standards. The standards are to 
support schools meet their duty to have 
appropriate/effective filtering and monitoring systems 
in place, this is not a new burden. 

144 - Reference to cyber security standards. 

221 (Footnote) - Clarification that it is good practice for 
schools to inform shortlisted candidates that online 
searches will be carried out.
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Filtering & Monitoring   
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Web filtering and digital monitoring work hand in hand when it comes to protecting students online.

Web Filtering Digital Monitoring

Harmful content

Prevention Detection & Intervention

Digital monitoring - How does it differ from filtering?
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The senior leadership team are responsible for:

● Procuring filtering and monitoring systems

● Documenting decisions on what is blocked or allowed and why

● Reviewing the effectiveness of your provision

● Overseeing reports

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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They are also responsible for making sure that all staff:

● Understand their role

● Are appropriately trained

● Follow policies, processes and procedures

● Act on reports and concerns

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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Senior leaders should work closely with governors or proprietors, the designated safeguarding lead (DSL) and IT service providers 

in all aspects of filtering and monitoring. Your IT service provider may be a staff technician or an external service provider.

Day to day management of filtering and monitoring systems requires the specialist knowledge of both safeguarding and IT staff

to be effective. The DSL should work closely together with IT service providers to meet the needs of your setting. You may need to 

ask filtering or monitoring providers for system specific training and support.

The DSL should take lead responsibility for safeguarding and online safety, which could include overseeing and acting on:

● Filtering and monitoring reports

● Safeguarding concerns

● Checks to filtering and monitoring systems

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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The IT service provider should have technical responsibility for:

● Maintaining filtering and monitoring systems

● Providing filtering and monitoring reports

● Completing actions following concerns or checks to systems

The IT service provider should work with the senior leadership team and DSL to:

● Procure systems

● Identify risk

● Carry out reviews

● Carry out checks

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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Technical requirements to meet the standard

A review of filtering and monitoring should be carried out to identify your current provision, any gaps, and the specific needs of 

your pupils and staff.

You need to understand:

● The risk profile of your pupils, including their age range, pupils with special educational needs and disability (SEND), 

pupils with English as an additional language (EAL)

● What your filtering system currently blocks or allows and why

● Any outside safeguarding influences, such as county lines

● Any relevant safeguarding reports

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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● The digital resilience of your pupils

● Teaching requirements, for example, your RHSE and PSHE curriculum

● The specific use of your chosen technologies, including Bring Your Own Device (BYOD)

● What related safeguarding or technology policies you have in place

● What checks are currently taking place and how resulting actions are handled

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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To make your filtering and monitoring provision effective, your review should inform:

● related safeguarding or technology policies and procedures

● roles and responsibilities

● training of staff

● curriculum and learning opportunities

● procurement decisions

● how often and what is checked

● monitoring strategies

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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The review should be done as a minimum annually, or when:

● A safeguarding risk is identified

● There is a change in working practice, like remote access or BYOD

● New technology is introduced

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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● Review annually

● Review in light of purchases of technology

● Review the effectiveness of the filter

● Review the effectiveness of the monitoring system

● Report to governors about the efficacy of the systems (Termly)

● Report to governors about the types of incidents being identified through the filter/ monitoring solution  (anonymous) 

(termly)

● Be responding to the information from these systems to keep children safe

● Checking the filtering meets the required standards - Technical

● Checking the filtering and monitoring meets you schools requirements

● Reporting to governors about the intervention programs in effect and the impact its having on the safeguarding of 

students

DfE Technical Filtering & Monitoring Standards 2023 updates

What are they and how do they affect you?
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● Staff 

● Parents

● Governors

● Students

● AUP’s 

● Codes of conduct

● Behaviour policies

Digital Safety & Wellbeing 
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• Training for all staff
• Whole school training 
• Policies 
• Filtering and monitoring in place
• Added to calendar to review at 

least annually
• Reporting – termly 
• New technology considerations 

Filtering and Monitoring Checks – Governors report 
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Digital Monitoring – Policy 

How it works

Pupil types 
into device

Alert AI 
assessed

Low risk

High risk

At risk words or 
behaviours 

triggers alert

Stored in digital 
monitoring dashboard

DSL alerted 
immediately

All incidents automatically go
to record management

CPOMS/Record Manager/
MyConcern
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Testing the monitoring systems: -

How long does it take for 
incidents to come through? 
Are they being actioned quickly?
Data flow – Record Manager, 
Cpoms, My Concern.  

Filtering and Monitoring Checks – Governors report 
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Filtering and Monitoring Reports 
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What are your school processes and reflections?
Dealing with the incident

Incident Dealt with Referral

Reflections - post incident

Prevention
Could this incident have 

been prevented?

Training - Staff

Interventions
Can we do anything with the 
students to prevent this or 

support them with this?

Curriculum

Early warning 
markers - Digital?

IAG - Parents

Process 
effectiveness

Training -
Governors
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Graphs of incidents - Why is this important?

● What incidents?

● Times of the year?

● Year groups?

● Interventions

200

400

600

800

1000

1200

Safeguarding young people in the digital environment

Comms with strangers Pornography YPSI
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Cyber Security Standards 



Cyber Security standards  - Why is this important?



Cyber Security standards  - Why is this important?
What are they and how do they affect you?

● Protect all devices on every network with a properly configured boundary or software firewall 
● Network devices should be known and recorded with their security features enabled, correctly configured and kept 

up to date 
● Accounts should only have the access they require to perform their role and should be authenticated to access data 

and services 
● You should protect accounts with access to personal or sensitive operational data and functions by multi factor 

authentication 
● You should use anti malware software to protect all devices in the network, including cloud based networks 
● An administrator should check the security of all applications downloaded onto a network 
● All online devices and software must be licensed for use and should be patched with the latest security updated 
● You should have at least 3 backup copies of important data, on at least 2 separate devices, at least 1 must be off site 
● Your business continuity and disaster recovery plan should include a regularly tested contingency plan in response to 

cyber attack 
● Serious cyber attacks should be reported
● You must conduct a Data Protection Impact Assessment by statute for personal data you hold as required by GDPR   
● Train all staff with access to school IT networks in the basics of cyber security 



Cyber Security standards  - Why is this important?

https://swgfl.org.uk/services/cybersecure-check/

https://swgfl.org.uk/services/cybersecure-check/
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Digital safeguarding
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Sextortion

https://www.iwf.org.uk/resources/sextortion/

https://www.iwf.org.uk/resources/sextortion/
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Instagram 

WhatsApp 

Threads   

X Steam    

Tiktok Yubo 

BeReal 

Snapchat Ome TV    Joingy Chat GPT

Themes and trends: Content, contact, 
conduct & commerce
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● Understanding

● Privacy and security settings

● Location based services

● Time limits – Positive screen time 

● Function of the app

● Data sharing – Images 

● Consent 

● Content and impact this can have on your footprint / image

● Functionality of the app

● Updates in the app

● Knowledge of the device – What can my or my children’s  device do? 

Skills
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Positive engagement with technology
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WhatsApp
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AI

BBC news



smoothwall.com

AI in class 

https://swgfl.org.uk/magazine/free-lesson-
plans-available-for-artificial-intelligence/

https://swgfl.org.uk/magazine/free-lesson-plans-available-for-artificial-intelligence/
https://swgfl.org.uk/magazine/free-lesson-plans-available-for-artificial-intelligence/
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● Your name – School 

● Your name – Hobbies 

● Your name – Communities

● Your name – Friends 

● Your name – Location

● Reverse image search  

Digital reputation
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Resources
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Report harmful content
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CEOP
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Report remove
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Q&A
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Thank you
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